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Agenda
Topics for Discussion
• Introduction
• Overview of POPIA

• 8 steps to POPI compliance
1) Project management
2) POPI Readiness assessments
3) Governance structure
4) Compliance framework
5) POPIA compliant processes
6) Training and awareness
7) A culture of compliance
8) Review and update

Introduction
Purpose of the Webinar:
• To share our experiences and knowledge
• Not legal or expert advice

• Collaborate on industry specific solutions
• Presentation of our 8 steps for POPI Compliance

Promulgation of POPIA- 1 July 2020
Compliance

Grace period ends on 30 June 2021

• All the provisions are in force now except:
• Sections relating to the amendment of laws and the effective transfer of functions under PAIA to the Information Regulator
(effective date 30 June 2021)
• The repeal of data privacy provisions in the Electronic Communications and Transactions Act (effective date 30 June 2021)

Incident Reporting

Immediate steps

• Dedicated POPI Email Address
• Governance structure
• Breach SOP with strict timelines

Consequences

Fines, penalties and civil action

• Administrative fines
• Penalties (fine or imprisonment for a period not exceeding 10 years/ R10 million for serious offences and 12 month or
R1 million for minor offences)
• Civil action for damages
• Disciplinary action by Employer for non-compliance with Policies

POPI Readiness – timelines
30 June 2021
31 March 2021
1 July 2020

Promulgation
of remaining
sections

Registration
of Information
officers

Grace period
ends

Overview of POPIA

Purpose

Protection of Personal Information
Act 4 of 2013 (POPIA)
• To give effect to the Constitutional right of privacy and the safeguarding of
personal information

• Provision of the minimum requirements for lawful processing of personal
information
• To provide rights and remedies to ensure that personal information is not abused

• To establish the Information Regulator

The Act Does Not Apply to the
Processing of PI:
• If it relates to a purely personal or household activity
• If the information has been de-identified

• If it is processed by a public body for purposes of national security and the investigation of
criminal matters
• For the purposes of journalistic, literary or expression in defined circumstances (there has to be a
code of ethics and adequate safeguards)

• Exemptions have been granted by the Information Regulator

Definitions
Section 1 of POPIA
Data
Subject

Responsible
Person (RP)
Operator
Processing

Person to whom the personal
information (PI) relates (natural
or juristic person)

The person who determines the purpose
of and means for processing PI

Person who processes PI for a RP ito a
contract/mandate, without coming under
the direct authority of that party.

Anything that you do with PI including
collection, storage, modification,
destruction etc.

PERSONAL
INFORMATION
(PI)

“Personal information” means information relating to an
identifiable, living, natural person, and where it is applicable, an
identifiable, existing juristic person, including, but not limited to –
a. Information relating to the race, gender, sex, pregnancy,
marital status, national, ethnic or social origin, colour, sexual
orientation, age, physical or mental health, well-being,
disability, religion, conscience, belief, culture, language and
birth of the person;
b. Information relating to the education or the medical,
financial, criminal or employment history of the person;
c. Any identifying number, symbol, e-mail address, physical
address, telephone number, location information, online
identifier or other particular assignment to the person;
d. The biometric information of the person;
e. The personal opinions, views or preferences of the person;
f. Correspondence sent by the person that is implicitly or
explicitly of a private or confidential nature or further
correspondence that would reveal the contents of the
original correspondence;
g. The views or opinions of another individual about the
person; and
h. The name of the person if it appears with other personal
information relating to the person or if the disclosure of the
name itself would reveal information about the person

Personal
Information

Address without a name
Name + address
De-identified data

PI May Be Processed If:
• Data subject consents
• Necessary or performance of a contract to
which data subject is a party to
• In terms of an obligation imposed by a
Responsible Party by law
• Legitimate interest of data subject
• Legitimate interest of Responsible Party or
3rd party to whom PI was supplied
• Necessary for performance of a public duty
by a public body

Special Personal Information
SECTION 26

Special Personal
Information may
not be processed

•
•
•
•
•
•
•

Religious or philosophical beliefs
Race or ethnic origin
Trade union membership
Political persuasion
Health or sex life
Biometric information about data subject
Alleged criminal behaviour of data subject

SECTION 27

Unless

General
Authorisation

SECTION 28-33

or

• Data subject provided consent
• Processing needed for the establishment,
exercise or defence of a right or obligation in law
• Necessary to comply with an obligation of
international public law
• Historical, statistical or research purposes – it
must serve the public interest ad appears to be
impossible to ask for consent
• Information has been made public by the data
subject

Specific
Authorisation

Authorisation concerning a data
subject’s health or sex life
(section 32)

Prohibition Does Not Apply to Processing by:
A

Medical Professionals, Healthcare Facilities or Social Services
For the proper treatment and care of data subject or for the administration of the institution or professional practice

Insurance Companies, Medical Schemes, Administrators And MCO’s

B

for assessing the risk to be insured and the data subject has not objected, for the performance of
the agreement or the enforcement of contractual rights and obligations

Schools and Public or Private Bodies Managing the Care of a Child

C
Health
Information

To provide special support for pupils in connection with their health and sex life and
performance of lawful duties

Public Body

D

implementation of prison sentences or detention measures

E

Administrative Bodies, Pension Funds Employers or
Institutions Working for Them
Implementation of legal provisions or agreements affecting the health or sex life
of the data subject or support in connection with sickness or work capacity

a.

b.

In the cases referred to under subsection (1), the information
may only be processed by responsible parties subject to an
obligation of confidentiality by virtue of office, employment,
profession or legal provision, or established by a written
agreement between the responsible party and the data subject.
A responsible party that is permitted to process information
concerning a data subject’s health or sex life in terms of this
section and is not subject to an obligation of confidentiality by
virtue of office, profession or legal provision, must treat the
information as confidential, unless the responsible party is
required by law or in connection with their duties to communicate
the information to other parties who are authorised to process
such information in accordance with subsection (1).

Obligation of
confidentiality
Virtue of office,
employment, profession or
legal provision
Written
agreement

Personal Information of Children
Section 34 Prohibits the Processing of PI Concerning a Child Unless
General Authorization Has Been Granted in Terms of Section 35:
Prior consent of competent person

The PI has deliberately been made public
by the child with the consent of a competent person

It is for historical, statistical or research purposes to
the extent that –
i.
the purpose serves a public interest or
ii.
it appears to be impossible or would involve a
disproportionate effort to ask for consent, and
sufficient guarantees are
iii. provided for to ensure that the processing does
not adversely affect the individual privacy of the
child to a disproportionate extent

It is necessary for the establishment,
exercise or defence of a right or
obligation in law

It is necessary to comply with an
obligation of international public law

Exemptions
Regulator may exempt processing of personal
information
37. (1) The regulator may, by notice in the Gazette, grant an exemption to a
responsible party to process personal information, even if that processing is in
breach of a condition for the processing of such information, or any measure
that gives effect to such condition, if the Regulator is satisfied that, in the
circumstances of the case –
a) The public interest in the processing outweighs, to a substantial degree, any
interference with the privacy of the data subject that could result from such
processing; or
b) The processing involves a clear benefit to the data subject or a third party
that outweighs, to a substantial degree, any interference with the privacy of
the data subject or third party that could result from such processing.
(2) The public interest referred to in subsection (1) includes –
a) The interests of national security;
b) The prevention, detention and prosecution of offences;
c) Important economic and financial interests of a public body;
d) Fostering compliance with legal provisions established in the interests
referred to under paragraphs (b) and (c);
e) Historical, statistical or research activity; or
f) The special importance of the interest in freedom of expression.
(3) The Regulator may impose reasonable conditions in respect of any
exemption granted under subsection (1).

Exemption in respect of certain functions
38. (1) Personal information processed for the purpose of discharging a
relevant function is exempt from sections 11(3) and (4), 12, 15 and 18 in
any case to the extent to which the application of those provisions to the
personal information would be likely to prejudice the proper discharge of
that function.
39. (2) “Relevant function” for purposes of subsection (1), means any function –
a) of a public body; or
b) Conferred on any person in terms of the law, which is performed with
the view to protecting members of the public against –
i.

ii.

Financial loss due to dishonesty, malpractice or other seriously
improper conduct by, or the unfitness or incompetence of,
persons concerned in the provision of banking, insurance,
investment or other financial services or in the management of
bodies corporate; or
Dishonesty, malpractice or other seriously improper conduct by,
or the unfitness or incompetence of, persons authorised to
carry on any profession or other activity.

Direct Marketing
•
•
•
•
•

Existing customers- may only market similar products and services
New customers- obtain consent first
Responsible Party may only request consent once
“Opt-in” and “Opt-out” provisions
“Opt-out” opportunity when information is first collected and with each
subsequent communication

Transborder Flow of PI
• Obtain consent if PI is processed outside of the boarders of the RSA
• Can include consent in contract clauses
• May transfer if the recipient is subject to a law, binding corporate rules or
binding agreement that provides adequate protection similar to that
provided for in POPIA

8 Conditions of Lawful Processing
Accountability

Compliance with POPIA

Processing limitation

Process data in a fair and lawful manner

Purpose specification

Use for explicitly defined and legitimate reasons

Use limitation

Only process further with express consent

Information quality

Information must be reliable, accurate and up to date

Openness

Data subject must be informed of collection and
grant consent for usage

Security safeguards

PI is protected against loss & unauthorised access

Individual participation

Data subject may request information,
correction and deletion- PAIA Manual

POPIA
Data subject
Operator
Responsible person
Privacy Policy
Special Personal
Information
Information Regulator

vs

GDPR
Data subject
Data processor
Data controller
Privacy Notice
Special Personal
Information
Privacy Commission

8 Steps to POPI Compliance

Step 1
Mobilise a competent team
• Appoint a project team (Legal, IT, HR etc)
• Identify the Project Manager

• Create a Project Plan with priorities, timelines and responsible person(s)
• We used Excel

POPI Updates
• Publications by
Information Regulator
• Updates

POPI Action Plan
• 8 Conditions
• Activities under each
condition

Training Plan
• Dates
• Attendees

Step 2
POPI Readiness Assessments
• GAP Analysis
• POPI Risk Assessment

• Policy Reviews
• Security Assessment
• Review of existing safeguards

POPI Assessment
1.

Details of Department and POPI Champions

2.

List the information that you process in the
relevant categories

•
•
•

Personal Information
Special Personal Information
Information about children

3.

Nature of processing

•
•
•
•
•
•
•

Collection
Usage
Who has access to the information
Who is information shared with
Storage
Retention
Destruction

4.

Scope of processing

•
•
•
•
•

Volumes of information
Frequency of receiving information
Duration of processing
Number of data subjects involved
Transborder flows of information (list countries)

5.

Source of information

Data subject directly, health care provider, funder etc.

6.

Why do you process the information

To establish the specific purpose

7.

List your 5 biggest risks

Security Checklist
Office
Premises
Filing and Physical Record Keeping
Staff
Third party processing
IT and Data
Mobile devices
Past security breaches

Working from home

Action to be taken

Step 3
Governance Structure
Group
CEO

Group
Information
Officer
Dedicated
Information
Officer

Dedicated
Information
Officer

Dedicated
Information
Officer

POPI Champions representing all business departments

Duties and Responsibilities of Information Officers
4.
(1) Subject to the provisions of section 55 of the Act, an information officer must ensure that –
a) A compliance framework is developed, implemented and monitored;
b) Adequate measures and standards exists in order to comply with the conditions for the lawful processing of
personal information;
c) Preliminary assessments are conducted;
d) A manual for the purpose of the Promotion of Access to Information Act and the Act is developed detailing –
i.
The purpose of the processing;
ii. A description of the categories of data subjects and of the information or categories of information
relating thereto;
iii. The recipients or categories of recipients to whom the personal information may be supplied;
iv. The planned trans-border or cross border flows of personal information; and
v. A general description allowing preliminary assessment of the suitability of information security measures
to be implemented and monitored by the responsible party;
e) The manual referred to in paragraph (d) is available –
i.
On the website, of the responsible party; and
ii. At the office or offices of the responsible party for public inspection during normal business hours of that
responsible party;
f)
Internal measures are developed together with adequate systems to process requests for information or access
thereto; and
g) Awareness sessions are conducted regarding the provisions of the Act, regulations made in terms of the Act,
codes of conduct, or information obtained from the Regulator.
(2) The information officer, or a person designated by him or her, can upon request of any person provide copies of
the manual, to that person upon payment of a fee determined by the responsible party which may not be more than
R3.50 per page.
Application to Issue a Code of Conduct
5. A private or public body which is, in the opinion of the Regulator, sufficiently representative of any class of bodies, or of
any industry, profession, or vocation may apply to the Regulator for the issue of a code of conduct, on a form which
corresponds substantially with Form 3 to the Annexure and must be submitted to the Regulator

Create, implement and
monitor the Compliance
Framework
Compliance with 8
Conditions
Gap analysis/
assessments
PAIA Manual

Training and Awareness
Working with and
reporting to the
Information Regulator

Guidelines for registration of Information Officers
• Link: https://www.justice.gov.za/inforeg/docs/InfoRegSA-Guidelines-InfoOfficers-Invite-20200717.pdf
• Due date for comments was16 August 2020
• Information Officers are required, in terms of Section 55(2) of POPIA, to take up their duties only
after being registered with the Regulator
• Registration forms for Information Officers must be submitted to the Regulator by 31 March 2021
• Template provided

Step 4
Compliance Framework
Share /
Use

Create

8 Conditions of Lawful
Processing
Accountability

Destroy

Save/store

Processing limitation

Purpose specification
Use limitation

Archive

Information quality
Openness
Security safeguards
Individual participation

POPI Framework

Align Policies and
ensure that they are
enforceable i.e.
includes disciplinary
action for noncompliance

Popi Policy,
PAIA
Manual and
Privacy
Policy

Retention and
Destruction of
Records

Risk
Management
Policy

Incident
Management

POPI Policy
• Overview of the Act
• Types of Information
to be protected

• Application
• Purpose

Introduction

POPIA and
Records

•
•
•
•

Governance structure
POPI Champions
Management
Employees

Roles and
Responsibilities

• POPIA Conditions
• POPIA Framework

Lawful
Processing

• Security measures
• Breach SOP

Safeguards

Retention and Destruction of Records Policy

• Schedules of records with retention periods
• Statutory timelines
• Medical schemes- period as provided for in
the registered rules or scheme policies

• Destroy as soon as the record is no longer
used for the intended purpose
• To archive is not to destroy

Risk Management Policy
Section 19(2)
A Responsible Party has an obligation to identify internal and external risk; establish and
maintain appropriate safeguards; regularly verify the safeguards; and ensure that the
safeguards are continuously updated.
Section 19: “Take appropriate reasonable technical and organisational measures”

Identify all internal and
external risks

List controls

Review effectiveness

• Special personal information, health records
and information relating to children
• Direct Marketing
• High volumes of PI

Incident Management Policy
•
•

Dedicated POPI email address
Incident Response Form

PAIA Manual
• POPIA Provisions added
• Contains
•
•
•
•
•

Information about MediKredit
Details of Information Officer
Details of Information Regulator
Records held by MediKredit
Forms to request records, correction, deletion and copies

Privacy Policy
•
•
•
•

How your information will be collected and used
Consent to share with 3rd parties and purpose
Right to withdraw consent
Cookies

STEP 5
Update Processes and Templates
• SOPs to cover entire life cycle of information (creation to destruction)

Breach SOP

• Inform line manager and
Information Officer
immediately
• Secure personal
information on the same
day

Step 1

Step 2
• Submit Incident
Response form in
prescribed format
• Conclude internal
investigation within 24
hours

• Inform Information
Regulator as soon as
possible
• Inform Data Subject and
Client where applicable

Step 3

Attendance Registers

Attendance Register
The information required below is collected and used for record keeping purposes and to
communicate with attendees after the meeting. Universal complies with the provisions of
the Protection of Personal Information Act when dealing with your personal information.
By signing the form you consent to the processing of your personal information for the
intended purpose.
Name

Surname

Company

Email address

Signature

• Review Contracts- POPI Clauses
• Warrant that parties are familiar with POPIA requirements
• Obligations of Operator
• Breach notification
• Update Assurance requests
• Update Consent forms
• Ensure that Websites are compliant
• Privacy Policy and PAIA Manual

Step 6
Training and Awareness
Record all efforts in your Plan

Weekly emails

Online Training – MS Teams

Assessments to test
understanding and knowledge

Competitions

Step 7
Culture of Compliance
• Set the tone from the top
• POPI Compliance must become the new “business as usual”

• Monitor publications by Information Regulator
• Code of Conduct must still be developed for the healthcare industry
• Internal audits

• Standing item on Management Meetings
• Reporting to Audit and Risk Committee or Board

What Else Can You Do?
• Apply a clean desk policy
• Limit different versions and delete what you don’t need

• Store hard copies in rooms or cabinets that can lock
• Security updates on routers and other devices
• Don’t share your Wi-Fi password

• Password protect emails as far as possible
• Triple check recipients before you send an email

Step 8
Review and Update
• Annual Policy Review
• Input from POPI Champions and Management

Thank you

